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1 INTRODUCTION

SEZ Online system [SOS] enables entity users (SEZ units/ Developers/ Co developers) to
submit their various applications, customs transactions & compliance reports to DC’s office
in electronic form. As these applications and transactions consists of critical and confidential
information, the SOS requires all the entity users to submit / DC users to process these
applications/transactions after signing them with Digital Signature Certificate [DSC] for
security reasons. These electronic requests are processed and approved by the DC’s office

online.

A Digital Signature Certificate, like hand written signature, establishes the identity of the
user filing the documents through internet which user cannot revoke or deny. A Digital
Signature Certificate is not only a digital equivalent of a hand written signature it adds
extra data electronically to any message or a document where it is used to make it more
authentic and more secured. Digital Signature ensures that no tampering of data is done
once the document has been digitally signed. A DSC is normally valid for 1 or 2 years, after
which renewal is required.

There are basically 3 types of Digital Signature Certificates Class-1, Class-2 & Class-3, each

having different level of security.

Class 1: These certificates do not hold any legal validity as the validation process is based

only on a valid e-mail ID and involves no direct verification.
Class 2: Here, the identity of a person is verified against a trusted, pre-verified database.

Class 3: This is the highest level where the person needs to present himself or herself in
front of a Registration Authority (RA) and prove his/ her identity.
The DSCs are typically issued with one year validity and two year validity. These are

renewable on expiry of the period of initial issue.
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2 PROCUREMENT OF DSC

The office of Controller of Certifying Authorities [CCA] (www.cca.gov.in) issues certificate

only to Certifying Authorities [CA] and CA issues Digital Signature Certificate to end-user.
End user can approach any one of the eight CAs given below for getting Digital Signature
Certificate.

I.  Tata Consultancy Services (www.tcs-ca.tcs.co.in)

[I.  IDRBT Certifying Authority (www.idrbtca.org.in)

1.  MTNL (www.mtnltrustline.com)

IV.  Safescrypt (www.safescrypt.com)

V.  Customs and Central Excise [iCERT] (http://icert.gov.in)

VI.  (n)code (www.ncodesolutions.com)
VII. _ e-Mudhra (www.e-Mudhra.com)
VIIl.  National Informatics Center [NIC] (http://nicca.nic.in)

The detailed procedure that is required to be followed for procuring a DSC from any of the
above mentioned CA can be obtained from their website. For procurement, a duly filled
application form needs to be submitted to the CA along with the necessary supporting
documents (Documents requirements may be checked separately with the certifying
authority) and relevant charges. The CA issues DSC if, after verification of the application

form and supporting documents everything is found to be in order.

SEZ Online system is compatible with Class 2 and Class 3 levels of Digital Signature
Certificates issued by above listed Certifying Authority. SOS Users like Entity Approver,

Developer Approver and DC Officials should have DSC to process the requests.
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3 INSTALLATION OF DSC

DSC is available in different forms as mentioned below:

» PIN protected soft tokens: The Private key is encrypted and kept on the Hard Disk in
a file [pfx file], this file is password protected.

» Smart Cards: In this form, the Private Key is generated in the crypto module residing
in the smart card. The key is highly secured as it doesn’t leave the card, the message
digest is sent inside the card for signing, and the signatures leave? the card. The card
gives mobility to the key and signing can be done on any system. (Having smart card
reader)

» Hardware Tokens: They are similar to smart cards in functionality as Key is
generated inside the token. This Key is highly secured, highly portable and Machine
Independent.

DSC installation varies according to the Certifying Authority. Considering one of them i.e
Safescrypt for PIN protected soft tokens, as an example to demonstrate the Installation of

DSC. After submission of the application, it follows Enrollment and Pick up ID procedure.

Steps to Enroll for Digital Signature Certificate:

1. Select the computer to install the digital signature.
2. Ensure that Internet Explorer version 6.0 or above, 128 Bit is installed
3. Goto

https://onsite.safescrypt.com/services/SEEPZSpecialEconomicZonelnformationTech
nology/digitalidCenter.htm

4, The following Menu options are displayed for Digital Signature Enrollment. Click on
ENROLL.
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5. Fill-out the Enrollment form for individual applicant. Select “Microsoft
Enhanced Cryptographic Provider v1.0” in the Service Provide list and click Submit.
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® On receiving the enrollment application, the Registering Authority approves
your application after verifying it.
e Once approved, you receive an email from the certificate issuing authority

containing the PIN for installation along with the installation procedure.
® Do not format the computer until you receive the PIN. The PIN will be

installed on the same computer that you used for enrolling for the digital
certificate.

1. Apply for the digital signature if you have not procured as per the above procedure.

2. On completing the Enrollment procedure, you will receive an email in the following format
(see Fig 1) from the Registration Authority. The email contains a PIN number and the URL to

download the signature.

To:
From:
Date:
Subject:

Dear abc,

retrieve

a@b.com

X@y.com
dd mmm yyyy, hh:mm:ss AM/PM
Your Digital ID is ready

Your Administrator has approved your Digital ID request. To assure
that someone else cannot obtain a Digital ID that contains your
personal information, you must retrieve your Digital ID from a secure
web site using a unique Personal Identification Number (PIN). You can
retrieve your Digital ID by following these simple steps:

Step 1: Visit the Digital ID retrieval web page. If yourAdministrator has
set up a customized location for retrieving your Digital ID, you should
visit the URL specified by your Administrator. Otherwise, you can

your ID

athttps://onsite.safescrypt.com/services/digitalidCenter.htm

Number (PIN):

Step 3: Follow the

Step 2: In the form, enter your Personal Identification

Your PIN is: 892415126

instructions on the page to complete the Installation

of your Digital ID. If you have any questions or problems, please contact
your Administrator by replying to this e-mail message.

Fig 1: Email format from Issuing Authority
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3. On submitting the PIN number to the specified URL, the Digital Certificate can be installed
on your computer using Internet Explorer.

4. Take a backup of the certificate using the following steps and store the backup in a safe
location protected by a password.

a) Open Internet Explorer

b) Select Tools -> Internet Options

c) Select Content Tab -> Certificate

d) The certificate is displayed in the Certificate tab (see Fig 2).

SEZ Online

Existing User Login

Internet Options —— jfree of taxes and duties, supported by integrated world class

m ( both for Central and State G it related approvals) and a
|G¢uﬂ| |5emniry ] Pmac\r| Content |Cormaims |Prwuns [Aduamed g export led growth.

Developers, Co-Developers, Units, EOUs and Deemed Exporter
i inas and strives for reduction in cycle time

Content Advisor | to all entities

Ratings help you control the Internet content

viewed on this computer, Certificates
[y Enable... [<ar> -
Certficates - Personal | Other Peaple | Certification ities | Trusted Root Certificatior| * | *
Use certificates for enarypted connections and
A - . . _ Sildcusers_testing Ruby Shoes Certificate Auth... 8/16/2016  dcusers_testing
= :n“‘:c""""“‘;"'d"ﬁ f“";“;’""‘“ﬁ M | | Caldausers_training Ruby Shoes Certificate Auth... 8/16/2016  dcusers_training
for you, ¢ 9 [, THOMAS ALVARES  (n)Code Solutions 12/20/2012  <hone>
Feeds and Web Sices - : Flurg7793a Ruby Q‘DesCa'h:ﬁca!z Auth... 2/17/2017 urg7793a
7| Feeds and Web Sices provide wpdated [:-‘I Splversss Ruby Shoes Certificate Auth... 2/24/2015  ver666
¥=F5| content from websites that can be
read in Internet Explorer and other Bl " |+
programs.
| remore
Certificate intended purposes
<Al>
ok | [ cancel
e more shout spfiates

Fig 2: Content Tab of Internet Explorer
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e) Click the certificate, and then click the Export button
Certificate Export Wizard W‘

|| Welcome to the Certificate Export

Wizard

7 This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
- store to your disk.

i A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information

used to protect data or to establish secure network

L connections. A certificate store is the system area where

certificates are kept.

To continue, dick Next.

f) Click Next, and select the option “Yes, Export with Private Key”, and then click next

Certificate Export Wizard - M

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

L
I‘ Do you want to export the private key with the certificate?

) No, do not export the private key

Learn more about exporting private keys

[ <Back [ Next> | [ cance |
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g) A new screen will display to enter your Password (user can decide the password as per
his choice), and post entering the password, click on Next button. (This password is required for
installing the certificate again, should the need arise)

i - = ” c e - R T
Cortiae ot W A Certficate Export Wizard -~ =X
i P PO , 4 .

Certificates can be exported in a variety of file formats, To maintain security, you must protect the private key by using a password,

Select the format you want to use: Type and confirm a password,
DER encoded binary X.509 (.CER) Password:
Base-64 encoded X.509 (,CER) senreanee
Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78) Type and confirm password (mandatory):

Indude all certificates in the certification path if possible LTI

@) Personal Information Exchange - PKCS 212 (JPFY)
V] Indlude al certificates in the certification path if possbie
| Delete the private key if the export is successful
V| Export al extended properties

Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

[ <tk |[ next> | [ conel |

[ chak | Mext> | [ conced |

|

h) Select the directory to store the file and assign a name to the file, and
then click Next.

Certificate Export Wizard ]
B O e S W

File to Export
Specify the name of the file you want to export

File name:

C:\Users\deepakg \Desktop\xyz) pfx Browse... |

[ <gack | next> | [ concel
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i) Click Finish and move the .pfx file to a safe location.

Certificate Export Wizard — —_— &

. e e—

Completing the Certificate Export

Wizard
P You have successfully completed the Certificate Export
. j wizard.
cl—f—;y You have specified the following settings:
Export Keys Yes
Include all certificates in the certification path Yes
File Format Person.

[ | *

4 PROCEDURE FOR ENTERING THE DSC DETAILS OF THE USER IN SEZ
ONLINE SYSTEM

3.1. Login as Entity Admin

3.2. Go to Administration -> Maintain Unit Users
3.3. Search for the Approver User

3.4. Click on the link of that User Id
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Welcome Unit Applicant Aug 30, 2012 Home Help  Preferences rime mmerce

Search Users Help
L 1 First Name ]
Status SELECT -

e = it Lo | Resst | pon |

HESEl Fassworg ror Users  Mamiamn venaors

Userld First Name Last Name
adminadmin jest radmin
adminadmin{ test admin
testappra test ‘appr
testchacha test cha
testmakera test maker
urg2404at unit appr
urg2404appr hjh hihj
Lurg2404q unit licant
urg2404qaw ‘unl appr
urg2404qm Unit maker

Contact FAQ

Site Best Viewed in IE 7.0 and above with 1024x788 Soreen Resolution

Fig 1: Administration: Maintain Unit Users search Screen
3.5. Click on "EDIT" button- screen shot
3.6. Select the "ADD DSC" Checkbox
3.7. Enter the Serial Number of the Certificate

3.8. Select the Appropriate Certificate Authority and Save
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Maintain Users Help
(Fiakis marked in * are mandatory)
Userid ®
First Name *
Last Name ™
Phone No. * - |46564 | - 6464546565
Fax No. ™ - |B5454 . |B54B546565
Email Address * nset@nsdlco.in
Designation ™ unit appr
Unit&dmin
x Unithaker
Role(s)
9 UnitApprover
CHA
] Hew LUT
¥| Update LUT 3
V| Softex
Functionaities ™ ¥ BoE
[¥] Lo Extension
v LOA Renewal -
x
D Locked @ Uniocked ©) Disabled
DSC Detais [¥] 1dd DSC
Add DSC
DSC Serial No. *
Certificate Authority ™
Contact FAQ
Fig 2:

Maintain Unit Users: Assigning DSC to Entity Approver

Note: As a better practice, please enter the DSC Serial number manually instead of Copy & Paste in
the DSC Serial no text box.
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Page 13




G NSDL DATABASE MANAGEMENT LTD. Digital Signature Certificate [DSC]

5 TROUBLESHOOTING

] Pre-requisite: Internet Explorer with Version 7 and above and strength 128 bits.

While submitting the applications with digital signature, you may encounter certain errors related
to Digital signature. The list of probable errors with the standard solutions is enlisted below:

i) Error
(i) “Certificate Serial number invalid”
Message:

Error Screen: P e —~ =

Solution: v' Login as Admin user
v' Go to Administration -> Maintain Unit Users
v' Search for the User to whom DSC supposed to map
v" Click on Edit
v" Check whether the serial number entered is same as the DSC serial
number
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° To check Serial Number, Go to

Tools—>Internet Options—>Content—>Certificates—>Personal

Select the certificate and click on the View button and go to Details Tab.

? =

Internat Options

b :Geudlsenmlwwuyrwunt]r Programs | Ad ‘il
Content Advisor
@ Ratings help you control the Internet content that can be
on this computer.
14y Enable. .. Setting
Certificates

7] Feeds and Web Sices provide updated |
_¥fg) content from websites that can be =
read in Internet Explorer and ather

| Iversion

programs., _,.Jrr-ms_ ALVARES (]} <
Calurg7793a rd)| | | [i]sonatse hash aigarithm
vers6s R
&

a Use certificates for encrypted connections { Certificates
e Certificate
[ Clear 55 state ] [ Certificates ] ||| Intended purpose:

AotoComglete Personal | Other People | Inten] | | Seneral | Detais | Certification Path |
AutoComplate stores previous entries [ Shaw: -
on suggests matches | Issued To - ]
for you. 1 AJ0T MADHUKAR G, [

Feeds and Web Slices e 456 Fiekd Value

v3
59843 132d f4453c3020... [
shalRSA |
shal

SafeSarypt sub-CA for RCAIC...
Friday, October 07, 2011 5:30...
Sunday, October 07, 2012 5:2...

41T MENE-E KCAD 3 DTE 40

| EditProperties... | |

Copy toFie... |

Learn more about certificate detais

e
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(i) Error “ . —
Automation Server cannot create object.
Message:
Error Screen: P ——— )
£ hitps sezonkine-ndel.co.n G
Video/TV Software -
Others:
Software Design & Development of various PLCs
and SCADA Systems
10.  Analysis of Export Value Currency Amount
(a) Full export value of which - .
(i) Net value of exports Message from webpage X 6930.04
transmission charges 3 o - —— .
(ii) Transmission chargd == 0.00
included in invoice Thee Form could rot be signed now as the signature opeation Faled.
Please try later and if problem persists you may like to report following
(b)  Transmission charges CLEARCRL sy
separately by the ove 0.00 = =
< >
| confim_||_cancel || PrintTrial |
hitps: v sezonline-ndrl. co.infUtdity [DSCConfirmation. aspx & Internet o |
Solution: Check whether ActiveX Settings of the Internet Explorer on the machine from
which the User is going to digitally sign data. If No, then do the ActiveX settings
as mentioned in the Annexure | as per the browser version.
Refer Annexure I: ActiveX Settings
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(iii) Error
Message:

“Revocation Server offline" or "Problem is in revocation of certificate”

Error Screen:

b x|

India

400708

SEZ Centre within whose Serene Properties Put. Ltd

Junsdiction the unit is situated
Opposite Airoli Railway Station
Thane Belapur Road

Airali

MNaa Mumbai
Maharashtra
India

400708
+91-22-26564000

3 Import-Export Code Number 0304023825

4 Category of exporter SEZ UNIT

|hitps: v, sezonine-ndel.co.infUtibty DSCConfirmation. aspx | J€D internet &

Solution:

v Check if the CRL is imported in the proper CRL folder in Cert Manager
v Check if the CRL chain is maintained properly.
v" Check for the expiry dates

User need to email tosezinfo@nsdl.co.in with the following details:

® Name of Certifying Authority [CA]

e Screen shot of Trusted Root Certificate Information from

content—>Certificate,

® Screen shots of General Tab, Details Tab and Certification Path from

View Certificate

SEZ Online Manual
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(iv) Error

“Certifying Authority not supported by system”
Message:

Error Screen:

ebpage Dialog
£ | https sezonline-ndml.co.in 8

Maharashtra

India
412308

SEZ Centre within whose The Manjri Stud Farm Pt Ltd

jurisdiction the unit is situated

2

S.P. Infocity, Sunvey No.209,Next To Satyapuram
Soc

Pune Saswad Road,

Phursungi

Pune

Moharashtd
India
+91-20-9850849196

k] Imnart-Fynart Code Mimber FNANNL11R i
< ¥

Solution: v" Check whether the Certifying Authority name is matching with the users
DSC Issued by name selected by user.
Note: If the certifying Authority is not present in the available list of CA, email

to sezinfo@nsdl.co.inwith dummy certificate.
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(v) Error
Message:

“Capicom.dll is not available/ register on local machine”

Error Screen:

& hitps://www.sezonline-ndml.co.in/Utility/DSCConfirmation.aspx

of the said goods and that if a1 any time hereafler, |/ we discover any information showing a different state of
facts, U we will immediately make the same known to the Commissiones of Customs.

3. I/ We declare that goods covered by the 54 of Entry have been imporied on out-right purchase/ consignment
account.

4. I/ We am/ are not connected with the supplians, manufacturers. as:
(#) Agen¥’ Distributor’ Indenter’ Branch/ Subsidiary’ Concessicnaine, and
(&) Collaborator entted to the use of the trade mark. patent or design
(&) Otherwise than as ordinary imponers of buyers

5. I/ We declare that the method of invoicing has not changed since
and/ or agreement with the suppliers were examined previousty FRDTS
Message from webpage

* Strike out whichever is inapphcatie Error - Signature Failed

Signature operation failed. The required Signing component

. — (capicom.dll).
Cancel is not installed on your machine. Please contact admini:

furhter help.

] print d BOE with A
Print Tnal |

Solution:

III

“Capicom.dl which required for digitally signing need to
installed/registered on end user’s machine.

Kindly refer the Annexure Ill — Installation of Capicom.dll

be

SEZ Online Manual
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(vi) Error “Cannot Sign the Data. No certificate information registered with the
Message: System”

Error Screen: 2" Confirmation -- Webpage Dislog -— i - =

[. Hature of Transaction

& sale [ consignment O wire O Free of Cost [ rent O Girt
O repacement O sampie 0 others

k. Method of Valuation B Rute 3 O Rule 4 1 Rule 5
(5ee Export Valuation Rule)

5. Whether Seller & Buyer O ves Fio
Are related
. If yes,whether relationship O ves o
Mas influenced the price
7. Terms of Payment : Direct Payment
. Terms of Delivery : FOB

b, Previously export of denticalisimilar goods, if any
Shipping BIBoEx No. & Date : DATE:
10.Any other relevant information (Attach seperate sheet, if necessary) :
RECLARATION
1. ¥Ve hereby declare that the information furnished above is true, complete & correct in every
Respect

¥We also undertake to bring to the notice of proper officer any particulars which subsequently come

P To mylour knowledge which wil have bearng on a vakistion

[ uk“,—] S —

Solution: Login as Admin user

Go to Administration -> Maintain Unit Users
Search for the User to whom DSC supposed to map
Click on Edit

Check the Add DSC Check box

Add the Serial Number of DSC

D N N N N N RN

Select the appropriate Certifying Authority and Save.
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(vii) Error ” ."
Message: No Data to Sign

Error Screen:

Solution: While submitting the application, when you select the Certificate, the security

alert will pop up, Select "Yes"

Security Alert [—c—

This Web site needs to create a digital signature using your private key.

WARNING: Allowing an untrusted Web site to use your private key is a security risk.
The Web site could use your private key to compromise protected data or assume
Do you want this Web site to create the signature now?

[~ Do not show this dialog box again.

If you select this check box, any Web pages within this site will be able to create
digital signatures without prompting you again. However, you will be prompted
again when you visit another Web site.
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(VIII) Error “ . . e ”
The Certificate Store does not contain any certificate
Message:

Error Screen:

2’ Confirmation -- Webpage Dislog b4

| [ Mature of Transaction

gSale u] Consignment O tire O Free of cost O rent O Gitt
O replacement O sample O others

L. Method of Valuation & Rute 3 O Rule 4 O Rule 5

(See Export Valuation Rule)
. Whether Seller & Buyer O ves ErNo

Are related
F. H yes,whether relationship O ves g!lo

Has influenced the price - “

M from weby &
[f. Terms of Payment : Direg — o poas
B. Terms of Delivery : FOB
Error - Signature Failed

B i y export of identi i l h

Shipping Bill'BoEx No. & Date : The form could not be signed now as the signature opestion failed.

Please try later and if problem persists you may like to report following

[10.Any other relevant information (| error to administrator =
IDECLARATION
1. Ve heraby declare that the informalj)

Respect
|, WWWe also undertake to bring to the nal)

Tu tmpfour iwwiedye which wil hav]

conrm | cancel | PrintTral |
Solution 1: Check whether the certificate has been expired.
To check:

Go to Tools—>Internet Options—>Content—>Certificates—>Personal—select
the certificate and click on the view button. In General details tab, you will find

the Validity Period of the certificate.

Solution 2: Check whether the related certificate is imported/installed in the browser or
not. If Not, then import the certificate in the browser or installed the token

based DSC.
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(ix) Error
Message:

“A Certification Chain could not build to a trusted root authority”

Error Screen:

& Confirmation -- Webpage Dialog
O titps | seaorinei.coin i

Solution: The corresponding root certificate needs to import/install in the browser.
Refer Annexure 1l : Root Certificate

x).Error )

) “Keyset does not exist”

Message:

Error Screen:

Message from webpage

A Error - Signature Failed
1 .

Please try later and if problem persists you may like to report following

The Form could not be signed now as the signature opeation failed.
error ko administrator

Solution:

Remove the existing certificate from the browser or uninstall the token based

DSC and then re-import/re-install the same certificate.
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6 DIGITAL SIGNATURE GLOSSARY OF TERMS

e Certificate Authority (CA) :
An authority that creates and signs Digital Certificates for one or more users Usually
CA's form a hierarchy. The top of this hierarchy is called the root CA.

e CRL:
Certificate Revocation List - the place where a CA stores the IDs of all the Digital
Certificates that have been revoked.

e RA:
Registration Authority — An RA does the required identification for certain certificate
data, which is then passed to the CA for issuing the Digital Certificate.

e PKl:
Public Key Infrastructure — The combination of standards, protocols and policies that
support Digital Signatures and Encryption

® Private Key :

The secret key in a PKI system, used to decrypt incoming messages and sign
outgoing ones. A Private Key is always paired with its Public Key during key

generation.
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7 ANNEXURE I: ACTIVEX SETTINGS OF INTERNET EXPLORER

Active X Settings varies for different versions of Internet Explorer.

IE 6.0 Settings:-

ActiveX Controls and Plug ins

ActiveX Control Enable | Disable | Prompt

Automatic prompting for ActiveX controls - Y -
Binary and script behaviors Y - -
Download signed ActiveX controls - - Y
Download unsigned ActiveX controls - Y -
Initialize and script ActiveX controls not marked as

safe for scripting - Y -
Run ActiveX controls and plug-ins Y - -
Script ActiveX controls marked safe for scripting Y - -
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IE 7.0 Settings:-

ActiveX Controls and Plug ins

ActiveX Control Enable | Disable | Prompt

Allow previously unused ActiveX controls to run

without prompt Y - -
Allow Scriptlets - Y -
Automatic prompting of ActiveX controls Y - -
Binary and script behaviors - Y -

Display video and animation on a webpage that does

not use external media player - Y -
Download signed ActiveX controls Y - -
Download unsigned ActiveX controls - Y -

Initialize and script ActiveX controls not marked as

safe for scripting - Y -
Run ActiveX controls and plug-ins Y - -
Script ActiveX controls marked safe for scripting Y - -
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IE 8.0 Settings:-

ActiveX Controls and Plug ins

ActiveX Control Enable | Disable | Prompt

Allow previously unused ActiveX controls to run

without prompt

Allow Scriptlets

Automatic prompting of ActiveX controls

<| <| =<| =<

Binary and script behaviors

Display video and animation on a webpage that does

not use external media player - Y -

Download signed ActiveX controls - - Y

Download unsigned ActiveX controls - Y -

Initialize and script ActiveX controls not marked as

safe for scripting - Y -

Run ActiveX controls and plug-ins Y - -

Only allowed approved domains to use ActiveX

without prompt - Y -

Script ActiveX controls marked safe for scripting Y - -
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IE 9.0 Settings:-

ActiveX Controls and Plug ins

ActiveX Control Enable | Disable | Prompt

Allow Activex Filtering Y

Allow previously unused ActiveX controls to run

without prompt

Allow Scriptlets

Automatic prompting of ActiveX controls

<| <| <| =<

Binary and script behaviors

Display video and animation on a webpage that does

not use external media player - Y -

Download signed ActiveX controls - - Y

Download unsigned ActiveX controls - Y -

Initialize and script ActiveX controls not marked as

safe for scripting - Y -

Only allowed approved domains to use ActiveX

without prompt - Y -

Run ActiveX controls and plug-ins Y - -

Script ActiveX controls marked safe for scripting Y - -

e Custom Level ->miscellaneous Option of security setting -> enable ‘Use Pop-up blocker’
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8 ANNEXURE Il: ROOT CERTIFICATE

A root certificate is a self-signed certificate. A root certificate, the top-most certificate of the
tree, is based on the ITU-T X.509 standard. All certificates below the root certificate inherit the
trustworthiness of the root certificate.

You can download the root certificates mentioned below or from website of the Controller of

Certifying Authorities (CCA) at www.cca.gov.in

Certificate Name : Double Click to Install...

Y

Pl

2007 Root Certificate: cca_india_2007.cer cca_india. 2007.cer

ST
d!n-.'.

2011 Root Certificate: cca_india_2011.cer cca_india. 2011.cer

9 ANNEXURE llI: INSTALLATION OF CAPICOM.DLL

The installation or registration of CAPICOM.dII varies according to the windows bit
versions like 32 bit version or 64 bit version.
To identify the bit version of the Operating system, go to

Control panel-> System
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-—— - -
A 18 » Control Panel » All Control Panel ems » System

Control Panel Home

B Dedice Manager
% Remote settings
B System protection

% Advanced system settings

Action Center
Windows Update

Performance Information and
Teals

Digital Signature Certificate [DSC]

View basic information about your computer
Windows edition

Windows 7 Professional

Copyright © 2009 Microsoft Corporstion. All rights reserved.

Service Pack1
Systern
Rating: _:’3 Windaus &
Precessor: Pentium(R) Dual-Core CPU  ES300 @ 260GHz 260 GHz

Installed memery (RAM): 4,00 GB
System types

Pen and Touch:

for this Display

Computer name, domain, and workgroup settings
Computer name: rudlel 223
Full computer name: risdlcl 223, nsdl.co.in
‘Computer description:

Domain: nsdl.con
Windows activation

Windows is activated
Product I: 55041-037-5075684-86647  Change product key

T————

- |4y

)
L

Based on the bit version of operating system, capicom.dll has to be registered / installed

with the system. Below from the download section, select the appropriate dll to register:

Note: Double click on the respective dll and extract the corresponding dll file to local system

Operating System 32 bit

64 bit

Y

Y

e e
Windows XP Capicom for WIN XP Capicom for WIN XP
[32 bit].zip [64 Bit].zip
Ty
e
Windows Vista Capicom for WIN
Vista [32 bit].zip
Ty Ty
e e
Windows 7 Capicom for WIN 7 Capicom for WIN 7
[32 bit].zip [64 bit].zip
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» Procedure of Installation of capicom.dll for Windows XP, Windows Vista, Windows 7

(32bit)

e Goto My Computer/ Local Disk (C:) / Windows/ System32
& system32 CFEIE
Fio  Edt  View Favorkes Took Help &
Qe - ) - (T O sewch [ rokders | [
Acdess | () CAWINDOWSisystemaz s Bmh
e D O 9 O 3 N &8 & o
e m:-* contents of this weoriptexe  womiklexe  wumskoxe wupdegroxe  xcopy.exe  Gtodsve,dl anchort.dl  acctres.dl aclede, di
Brvmre 9 9 &8 9 &9 8 2 8 2 =2
[ Jorn A 8 & & 4 a8 & 8 3 3
D o .l advapiaz. advpad.d alrsve. annstrean. i apogs.d apphelp. i appengnts. . appige.dl asferrce .ol
A oy A A oy A A oy A 3
A 8 A A 8 A A o A 3
A & & & & & 9 4§ 8 @
Ercwrstnn.ll ESel it ol sthei. ol bitserv.l  btpamd.cdl  cabietdl  cabuiew.dl  camocedl  capesnpn.dl  [STTSEIRD]
A 8 & & oy A A 8 A 3
A Ny N A oy N A oy A 3
® Search CMD file.
e Right Click on CMD file and click on Run option. User should have Administrative rights

to register the dll.

EE&E
Fio Ed® View Faveites Took Help 73
Quk-J ¥ S Search [ Folders  [TH3]~
sddress |23 CAWINDOWS sy steen3z B
. -~
< =2 m & = 8 % & [ =
@) Hide the contents of thi clearungr exe  choorfgexe  chpbrd.exe  cpsre.exe Onn crestp.exe COMpLExe  CoMmpact.exe
Folder
P oo e ki .. I I R [ -
2 Search for fles o folders Seen for Vst E’
COMET, ox8 cortrol exe corfrvert, axe cscriph.exe Corss Dz xe ddeshare.exe  debug.exe defrag.exe
Send To *
File and Folder Tasks. L)
O 0 0 0 Cx N B
Rename this file Cony
; divgfat.exe  dirontf dortzave  dskpart diskpe dmadmnexe dreemote.oxe  doskey.exe
g (20 ‘::: Create Shortout
Copy
€ Fublsh this ke to the Web E D D @ E Renarn D ﬁ
a ::!:'; domnewe  dolaymrexs  dpnovese  dovstuposwe driverd | Propertes P e
o this
1 O O
Othe teces o < e [ s 2 e [
dvesin.exe dudiag. exe odin.exe esentutlexe eudcedt.exe eventorest... eventtrigge... eventvwr.exe exeZbinexe expand.exe
3 WINDOWS
) My Documents
Ry Coroutm i N s I o I l:l O O O O O
. extraciZ.exe fastopen.exe  foexe fired_exe. finger_exe  fomapiexe  fhmcexe  fonbvew.exe forcedos.exe
froocel.exe Facuart. oxe Pt oxe fip.oxe odexe Qotmac.exe  Qpresul.exe Coupdate.exe  grpcony.exe HAASHCUL.exe
@ MO MO O 0«96 O 0 80 0
Hdsudprops...  helexe  Hemdexe  hostnwne.exe ledunkexe expressexe  ifxcfg.exe  ifxentexe  sfxpers.ewe  igbxsveome
O = M 0O O O 0 0 2
L
ifstray.exe igxpun.exe  imepl.exe  ipconfig.exe  ipssch.exe [prvbeoe  iperoute.exe  kmiMt ens  Labelexe Bghts.exe .
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e Type command -regsvr32 Capicom.dll

Digital Signature Certificate [DSC]

[ e CEIX)|
I
o
(€ L T O sewch Folders (T3]~
5 [C3 CAWINDOWS|system2 v B
’ = ~
< 2 W 2 m B % & O O
cleanmgr exe  choorfg.exe  chpbrd.exe  dipsrv.exe o e omd3Z.exe  oMEON3Z.exe  CMSLp.exe COMP.exe  COMpact. exe
<ol —q = j
7| defrag.exe
doskery e
khvdupged. exe
expard.exe
forcedos. exe
a - HAAShCuL exe
Appacation
Duake Modified: Wednesday, j
August 04, 2004, 5:30 PM |
Size: 379 ¥B
wpers.exe  ighasrve.exe
e Nghts e w

®  On clicking the ‘Enter’ button, the successful installation message displays.

» Procedure of Installation of capicom.dll for Windows Vista, Windows 7 (64bit)

e (Click on windows Start button

e  Type “%systemroot%\SysWoWe64\” in the search text box to open system folder

e Copy the corresponding capicom.dll to following folder “%systemroot%\SysWoW64\”

e QOpen the cmd prompt in administrator mode from the same folder

e Execute command “regsvr32 capicom.dll”

® (Click on ‘Enter’ button,

The successful installation message should display.
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