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1. Introduction

SEZ Online system enables users (SEZ units/ Developers/ Co developers) to
submit their various applications, customs transactions & compliance
reports to DC’s office in electronic form. As these applications and
transactions consists of critical and confidential information, the system
requires all the unit users to submit / DC users to process these
applications/transactions after signing them with Digital Signature
Certificate (DSC) for security reasons.

These electronic requests are processed and approved by the DC’s office

online.

A Digital Signature Certificate, like hand written signature, establishes the
identity of the user filing the documents through internet which user can
not revoke or deny. A Digital Signature Certificate is not only a digital
equivalent of a hand written signature it adds extra data electronically to
any message or a document where it is used to make it more authentic and
more secured. Digital Signature ensures that no tampering of data is done
once the document has been digitally signed. A DSC is normally valid for 1
or 2 years, after which renewal is required.

There are basically 3 types of Digital Signature Certificates Class-1, Class-2 &
Class-3 each having different level of security.

Class 1: These certificates do not hold any legal validity as the validation
process is based only on a valid e-mail ID and involves no direct verification.
Class 2: Here, the identity of a person is verified against a trusted, pre-
verified database.

Class 3: This is the highest level where the person needs to present himself
or herself in front of a Registration Authority (RA) and prove his/ her

identity.
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The DSCs are typically issued with one year validity and two year validity.

These are renewable on expiry of the period of initial issue.

2. Procurement of DSC

DSC may be procured from any of the following certifying Authorities (CA).

VI.
VII.
VIII.

Tata Consultancy Services (www.tcs-ca.tcs.co.in)

IDRBT Certifying Authority (www.idrbtca.org.in)

MTNL (www.mtnltrustline.com)

Safescript (www.safescrypt.com)

Customs and Central Excise [iCERT] (http://icert.gov.in)

(n)code (www.ncodesolutions.com)

eMudhra (www.e-Mudhra.com)

National Informatics Center [NIC] (http://nicca.nic.in)

The detailed procedure that is required to be followed for procuring a DSC

from any of the above mentioned CA can be obtained from their website.

For procurement, a duly filled application form needs to be submitted to

the CA along with the necessary supporting documents and relevant

charges. The CA issues DCS if, after verification of the application form and

supporting documents ever thing is found to be in order

SEZ Online system is compatible with Class 2 and Class 3 levels of Digital

Signature Certificates issued by above listed Certifying Authority.

Users like Unit Approver or CHA should have DSC to process the requests.

CHA can have only one DSC for all his registered units
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3. Installation of DSC
DSC installation varies according to the Certifying Authority.

Considering one of them i.e Safescrypt, as an example to demonstrate the
Installation of DSC. After submission of the application, it follows

Enrollment and Pick up ID procedure.

Steps to Enroll for Digital Signature

1. Select the computer to install the digital signature.

2. Ensure that Internet Explorer version 6.0, 128 Bit is installed in the
Computer

3. Go to

https://onsite.safescrypt.com/services/SEEPZSpecialEconomicZonelnformationTechnology/digital
idCenter.htm

4. The following Menu options are displayed for Digital Signature
Enrollment. Click Enroll.

s Digital ID Center

=3

SEEPZ Special Economic Zone Information
Technology Digital ID Center

@ENoIL

L oftion o ereol for a cient Digial 0

@ PICK UP ID

Choasa this ogtion & you anraled far @ Digeal 1D biue did mot gick Eup

Chooss this option 1o search far a Digtal 1D This function is usefd far determmning whether
2 Digeal 1D s valud, expired, or reobed You may also dowrload IDs fom this option

RENEW

Choosa thiz agtion 10 ranaw 2 Digitad D which is axpiing o which has akeady aspirad You
should garrally stan enewing your Digitad D &t [east o manth bafare your Digtal D B
e to expre

REVOKE
Choosa this option 1o revoke your Digeal 1D, Digital IDs shoul be revoked mmediately for

any suspected compromize, nciuding lost o stolen pavste keys, comupted key pars,
change n =le ownership, or =uspecied Yaud

Coad SA1D THAY 2000, ek Sign, Mt AL S EAK Mctrned r- }?;riSign_
5. Fill-out the Enrollment form for individual applicant. Select

“Microsoft Enhanced Cryptographic Provider v1.0” in the Service Provide
list and click Submit.

DSC Manual version 1.2 5


https://onsite.safescrypt.com/services/SEEPZSpecialEconomicZoneInformationTechnology/digitalidCenter.htm
https://onsite.safescrypt.com/services/SEEPZSpecialEconomicZoneInformationTechnology/digitalidCenter.htm

SEZ Online

Of Ministry of Commerce NSDL @Database Management Limited

fi’ﬁf}‘ng | Enrollment

Complete Enrollment Form

Emtar your Digitel 1D mformetson

Fil in dimguirad Makds Ficdds marked wih an &Stenisk (*) ac inchudad wih youw DigealiD and
are viawmadic inthe contifcale’'s dataika.

(Exampe Jac By :
Last Namo: % Crequmdy: .
[EREmpE S Dol :

Your E-mall AdGrass: *  Lacured)
[ ple — jbd ceiZvea s gn_comy

Title: » i}
([Example Preageaminar)
UnSt Name: & Coeaieds

Ut Ad-,@nss: # racuead)

Unet Status EOU or SEZ: % Lacuead: ‘ 1

CThalonge Phrose

The Challenge Phrazs 12 » unirque pheazs 1tha! peofects you agains! unauthorized action on your
Oigeal ID. Oo not shate it with anpone. Do oo lame 2. You wil need it when you want 1o remo ke o
renew your Digiiad 10,

Enter Chollonge Phrose:  ragused 3
D0 /Ol UEe any puociualon ! l

Oaptional: Salect The Cryptagraphic Service

¥ you have 2 SAMashic wesian ol this Deowser, yoo A oferes an Echanced Cryplogrephic option
which prossdes 1024-161 kay ancrygtian The MS Bass Cryprogeaphic provider ofers S12-bit Key
encryption which is adaguats B30 most apzications 1ofay . but you may ssdect 1ha Enhanced opton
¥ your Browsar ofRrs thia choecs and yoo re3ure Tea Risher eacryplon stength ¥ you use &
specialrad mechanism such & a smancard, sefect the agproprate provider as dractad by the
A clurer

el OeOphIE Sarvic PrOVIRE || wicrosoAE-horced Doptogmatic Proveev1 0 |

Optional: Enter Comments

N oM C32Q5, your admensirator witl Insnuct you to onter Shaved Socnd information (Inown anly
10 you and the admnistaeard i ths fald. The adedsistrance uses this sharod secret to varly that it
realy is you submitting the apgicatiun Ths commant wil not 2o ncloded n yow Digtal D

_——
_n,

Dig#tal 10 Subscriber Agreesment

By applying for, mibmitting, or usng a Digita’ 1D, you are agresng to the terms of the
SafeScrypt Subscriber Agrasment

:clleltt ID Subscriber Agrecpment IXoe Falel3cxypT -~
IVEBISIGN TEOAT NETSOGE PUBLIC EIEFASCEY

IYOU MUST BEAD THIS SUSACRISESR AGSEZEENT (“2TE2CRIEER AGRETNENTY)
!BEFORE APPLYING FOS, ACCEPTING, OF TAEING A PIGITAL CERTIFICATE OF
IDIGITAL ID ("CEBTIFICATE™ O& *“DIGIT B*) ISATEP EY SAFESCERYFPT
ILIMITED AS AN AFFILIATE OF VESISIGN INC., TEA. AND PERCRIEED 1IN
THE SAFESCRYPT CERTIFICATE PSACTICE STATEMENT (“SAFESCERYFT CF3Y)
{A9 "THE VIN™ O8 THE “VERIAIGN TETAT KETWOEX® FUELIC HIZRARCHY
|VHICH BEFEBRS TO THAT CA EIEBASCEY FROM SAFZRCEYFT THAT IS CROSS
CEATIFIED VITH TEHE VESIAIGN TEUAT NETVOGX. 2TCE CEFRTIFICATES ARE
|{TO BE DISTINGUSIEED FEOM CERTIFICATES DESCEIEED IN SAFESCEYFT CF2
{A9 "SAFESCRYPT INDIA PUBLIC EIEFASCEY® SEICE FEFEFS TO THAT PART
|OF THE SAFESCRYPT CA EIESASCEY TEAT T2E3 SAFEACRYFT SELF-SIQNED
ITECHNICAL CA‘'S A3 TEE TERUAT MNCEOGE AND “TEZ SAFE2CEYFT INPIA-RCOAI
PUBLIC HIEBABCHY™ WEICE FEFESS TO TEAT CA EIEFARCHY FROM
ISAFESCRYPT THAT [8 CRCA8 CERTIFIED WITE TEE 00T CA AUTBORITY OF
IINDIA (BCAI) .IF YOO DO NOT AGSEE TO TEE TERE: OF TEIS SUESCRIEBER
|AGBEEMENT, DO NOT APPLY FOG, ACCEST, OR TEE TEE CEFRTIFICATE.

{1. CerziXicote Applicesion oxd DescripTiom of Certirficates. This
iSecTion detolls The Terms oxd CONAITIONS YOQArdIny TOWL

jopplicecion (“Cerzificase Application®) Yox & Cerxtiricate and, ir
SoXe3CrYPT OCCEPTS FOou're CerTificate APpplication, T Tarixs and
jconditions regording the use of the Certificate To be izsoped by
SoXeScrypt TO F¥ou o5 “3ubscriber® of Tkat Certirficate. i

[CerciXicere 15 o Jigltally sigued pessade TLAT CONTAINE &
'Subscriver's public Key oxd ossoclases 1T Fith INfOXATIoNn |
jouthencicored D7 F0XCICrFPT OF & S2AXCSCrTPI-NRTLOCITEA anTITY. The |

If al tha nformation above »= comrecs
: Submit to contimus

soemi

e On receiving the enrollment application, the Registering
Authority approves your application after verifying it.

e Once approved, you receive an email from the certificate
issuing authority containing the PIN for installation along with

the installation procedure.
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e Do not format the computer until you receive the PIN. The PIN
will be installed on the same computer that you used for
enrolling for the digital certificate.

1. Apply for the digital signature if you have not procured as per the
procedure received via email.

2. On completing the Enrollment procedure, you will receive an email in the
following format (see Image 1) from the Registration Authority. The email
contains a PIN number and the URL to download the signature.

To: a@b.com

From: X@y.com

Date: 01 April 2010, 09:55:14 AM

Subject: Your Digital ID is ready
Dear abc,

Your Administrator has approved your Digital ID request.
To assure that someone else cannot obtain a Digital ID that
contains your personal information, you must retrieve your
Digital ID from a secure web site using a unique
Personal Identification Number (PIN). You can retrieve your
Digital ID by following these simple steps:

Step 1: Visit the Digital ID retrieval web page. If your
Administrator has set up a customized location for retrieving
your Digital ID, you should visit the URL specified by your
Administrator. Otherwise, you can retrieve your ID at

https://onsite.safescrypt.com/services/digitalidCenter.htm

Step 2: In the form, enter your Personal Identification
Number (PIN):

Your PIN is: 892415126

Step 3: Follow the instructions on the page to complete the
Installation of your Digital ID.

If you have any questions or problems, please contact your
Administrator by replying to this e-mail message.

Image 1

3. On submitting the PIN number to the specified URL, the Digital Certificate
can be installed on your computer using Internet Explorer.

4. Take a backup of the certificate using the following steps and store the
backup in a safe location protected by a password.
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a) Open Internet Explorer

b) Select Tools -> Internet Options

c) Select Content Tab -> Certificate

d) The certificate is displayed in the Certificate tab (see Image 2).

Genead | Senuily | Froay | Cooled | Copaentons | Pragans | Advaecad

Covven: advisar
c;, =g bap g conrcl ihe ldaad cosdent thal 2o b

sl ooy Ibes co e pde

[ Eotle. Cartificales

Cothactes Irtarced pumpese: <A

Je carllicaias to posivaly Kewiy yaad
whoites, e pblshar.

[Ckwg' e [Ca!ﬁmln ] Jezued o Lssusd Uy Lprste . foendy Kams
E= P ekpa Charan Sotesurypk Uazs & Un, o -Juneld

Fazoral rlomdir

=y AutaConalee doie pev o orlins
.i A s melews o)y

Yizresel Piode Aztigiank slorss ot
aaticny niwmelicn

| o, [_E [ gty Jl Esparty.s H Ranze | fidvencd,

Corthicae ntendad purposes

<l

Image 2

e) Click the certificate, and then click the Export button.

f) Click Next, and select Yes, Export with Private Key, and then click next.

g) Enter your Password, and then click Next. (This password is required for
installing the certificate again, should the need arise)

h) Select the directory to store the file and assign a name to the file, and
then click Next.

i) Click Finish and move the .pfx file to a safe location.
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4. Procedure for entering the DSC details of the user in SEZ
Online system

3.1. Login as Admin

3.2. Go to Administration -> Maintain Users
3.3. Search for the User

3.4.Click on the link of that user ID

S EZ O ﬂ | I n 9 v2.15.1 Welcome Unit sb one Sk Juty 7, 2010 Help  Preferences Logout

Hel
Inbox Search Users P
Reallocate Request Last Name ] Status SELECT v
Administration
Reset Password For Users Search Reset Add
User Id First Name Last Name

napprovert approver one

nmakert maker ong

zorate002 Surya Kamble

Surval1 Surya Kamble

unitmak Unit maker

unitnik unt maker

unitnkdta unit maker

unitsb! unit b one =b

unitsk1appr unit appr

uniteb1cha unit cha

12
Contact FAQ
Site Best Viewsd in |IE 6.0 and sbovs with 1024x788 Soreen Resolution

3.5.Then click on "EDIT" button
3.6.Select the "ADD DSC" Checkbox
3.7.Enter the Serial Number of the Certificate

3.8.Select the Appropriate Certificate Authority and Save

ers TeTT
(Fields marked in * are mandatory)
S Userld” Poweernetapp
p—
Phone Ma. ™ 451 |-z |- [z9292591 |
Fax Mo, * +[o1 |-p2_ |- [292925e2 |
Email Address * minesh@pawernetindis.com ]
Desination”
O Unitadmin
O Unithdaker
-
Role(s)
® UnitApprover
OcHa
Mesw LUT L
Upciate LUT
Softex y
Functionslities HOE
LO& Extension
LO& Renewsal v
*
Stetus O Locked @ Uniocked O Disabled
DSC Details ¥l Add DSC
Add DSC
DSC Serial No. ™ 100905
Certificate Authority | Ruby Shoes Certificate Autharity -
‘ Save | Cancel
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5. Troubleshooting
(i)

Solution:

"DSC Serial number invalid"

v’ Login as Admin
v' Search for the User
v" Click on the link
v Go to Edit User

NSDL @Database Management Limited

v" Check whether the serial number entered is same as the DSC

serial number

To check Serial Number, Go to

Tools—Internet Options—Content---Certificates---Personal

Select the certificate and click on the view button and go to

Details.

Maintain Users [T TS

& Indlustry
of Commerce

Help

| General | Securty | Plivacy| Content |Cunneclions | Pragrams | Advanced|

Cartent Advisar

&

User ld
First Mame
Last Mame

Phane Ho. Centificates

ll

Fa Mo,
Email Address

Ratings help you control the Internet content that can be
wigwwed on this computer,

Use certificates to pog 8T T
authorities, and publis|

Settings...

Certificate

DSC Serial Mo, ™

100405

Certificete Authority ™

Ruby Shoes Cedificate ALthor
Edit Back

Site Best Yiewed in |E G

Designation Clear 551 Stale Intended purpd
Rersonal | ot| | General | Detals | Certfication Path
Perzonal information ‘ | | |
Status
Tssued Ta | | Show: |<F\"> V|
Role(s) n,  AutoComplete stores &
and suggests matche: idcappr
Eideclerk Field Value bad
[Eidernake E\fersion ']
Microsoft Profile Assis Eideveri a6 LT
P personal informatio. Eunitiag | | [Elsignature algorithm mdSRSA
sneleneites iun\tzap Elssuer wizard@rubyshoes, dom, Ruby...
iun\tSap E\falid from Thursday, May 20, 2010 11:3...
iun\t4ap E\falid ] Wednesday, May 20, 2015 11...
E iun\tSap ESuh]ect iunit1 app@grnail.com, iunit1ap...
[Epublic ke RS (3584 Bits) v
View DSC

Irnport,..

Certificate int

Secure Emai,

—~
10 09 05

[Edit Properties. ., ] [ Copy to File..., ]
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(i)  "DSC Signature Failed- Automation Server cannot create object."

Solution 1:
Check whether the certificate has been expired.
To check:
Go to Tools—Internet Options—Content—Certificates—
Personal—select the certificate and click on the view button
Solution 2:
Check whether the user associated the Certificate to the
user in the user creation page of SEZ Online System. To
Check,
v" Login as Admin
v Search for the User
v’ Click on the link
v' Go to Edit User
v' Check whether the serial number entered is same as the
DSC serial number
Solution 3:
Check whether ActiveX enabled on the machine from which
the Unit is going to digitally sign data. If No, then do the
ActiveX settings (refer Annexure I: ActiveX Settings)
Solution 4:

Check whether Unit user imported the certificate in the
browser. If No, then carry out the same by importing the
certificate in the browser
(iii) "Revocation Server offline" or "Problem is in revocation of
certificate"
Solution:
v’ Check if the CRL is imported in the proper CRL folder in
CertManager
v’ Check if the CRL chain is maintained properly.
v’ Check for the expiry dates
For this ask the screen shots of

Trusted Root Certification Authorities
DSC Manual version 1.2 11
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Certificate Information
Certification Path
(iv)  "Certifying Authority not supported"
Solution:
v’ Check if the user has selected valid certifying authority
while assigning DSC from the drop down box.
v’ Check whether the Issued by name is matching with the

users DSC name selected by him.

(v)  "Capicom.dll is not available/ register on local machine"
If "Capicom.dll’ is not registered or installed on user’s machine, this
error message appears. Capicom.dll is required for functioning of

DSC.

Solution: Installation of Capicom.dll. The method of installation is as
mentioned below:

Installation or registration of CAPICOM.dIl varies according to the
windows bit versions viz. 32 bit or 64 bit. To identify the bit version

of the Operating system, go to Control panel-> System

B » CocholPacel 8 Sotem and Secosty » Stem - ey Pt e e »

Contoot Panel Mome o
ok
~ Vs Dagic information abonst your Comgnited
¥ Oevce Managu Windowy eddon
 Rervote seings Mo T Ut
e protection Copyrght © 2000 Mucronc Corpormion. Al nghtt seserved.
% Atonced mitem ietan
Syrem
g m"'”‘"”"""
Procesmor ek ¥ CoreTNI2 Quad (U Q000 © 240G 240 Grer

Pataled wurvary PANG 40 GR

i u“
P and Touch o Pen o Towch Ingt & svadabie for tha Dapley

Comorer rame. domran and wortgoug Wemagt
Compntar rame: NeaPC H Ounge vz
Tl Comvpatns nav Nbe DT
Ciavgador fosi mgtan
Dorman

Wndioms oitn emoa
BrSoas w Ml ited
Pradet D Q047000 01 UL Ohange prodnt by

At Cortne
Woendins Upate

Perormance Inlstwation md
Took
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Based on the bit version of operation system, capicom.dll has to be

selected. The capicom.dll files of the 32 & 64 bit versions are enclosed

below. The enclosed zip files may used for installation of Capicom.dll

Capicom.dll file for 32 bit version of OS:

2

capicom.zip

Capicom.dll file for 64 bit version of OS:

=2

capicom.zip

Procedure of Installation of capicom.dll for Windows XP, Windows Vista,

Windows 7 (32bit)

e Go to My Computer/ Local Disk (C:) / Windows/ System32

& system32 ‘Z”E|E|
File Edit View Favarites Tools Help :,'
e Back v () Lj; /._" Search || Folders v
Address |3 CWINDOWS systemaz ."‘ Go

~
System Tasks ¢ i, % % ﬁ ﬂ ﬂ ﬁ ﬁ
Hide the contents of this wscript.exe  wuaucklexe  wuauck.exe wupdmor.exe  xcopyexe  Btotsvodl  aasamon.dl  aachent.dl acctres.dl acledit,dl
Folder
3_'5 Add or remave programs
ri Search for Files or Folders K ﬁ ﬁ ﬁ ﬁ ﬁ ﬂ ﬁ ﬁ ﬁ
activeds.dl  actxprey.dl  admparse.dl  adptif.dil adsldp.dll adsidpe.dl  adsmsext.dl  adsnds.dl adsnt.dll
File and Folder Tasks
o e 3 8 8 § 3§ 4§ § § 3§y
i;‘@ Move this file X advapizz.dl  advpack.dl alrswe.dl amstream.dl  apeups.dll apphelp.dl  appmgmts.dl  apprmgr.dil asferrar.dil
) Copy this file
&) Publish this file to the Web
3 couarh y 3 N 3 § 3 3§ 3y 3
% Dl ths fe : sthetrs.dl a7t at.di amiddl  amibdl  atmpvenodl  abracedl  audiosredl  authz.dl
A & A 8 8 3 A 8 & 3
= wHbows avodsc.dl  aviepi2dl  avieapdl  avidzdl  aviledl  avmeterdl  avtapidl  avwav.dl  basesrvadl  Baspxp3z.dl
(5} ty Documents
3 ot B A A A 8 oy oy 3y A Y
A My Hetwork Pl
“‘J R eker,dl batt.dll bidispl.dll bitsprz2.dl  bitspr=3.dl  blackbox.dl  bootviddl  browsele.dl  browserdl  browseui.dl
Details r r r r r r r r
3 oy 3 3 § § 3y 3y 3 @8
capicom.dil browsewrn.dl  BSelList.dl bthi.dl bthserv.dl  btpanuidl cabinet.dll cabwigw.dl  camocx.dl  capesmpn.dl  [EEEeLRe
Application Extension
Date Modified: Monday, June
30, 2008, 4:36 PM r r r r r r r { 4
Size: 499 KB ﬁ ﬂ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ
cards.dl catsry.dl catsrvps.dl  catsreut.dl cefgnt.dll cdfvien.dll cdm.dll cdmadem.dl  cdosys.dll certcli.dl

e Copy capicom.dll file for 32bit version to system32 folder.

e Search “CMD” file from the System32 folder.

e Right Click on “CMD” file and select Run option. User should have

administration rights to run “CMD”

DSC Manual version 1.2
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File Favorites  Tools

Qosck -

fddress |3 CAWINDOWSisystem32

System Tasks

) Hide the contents of this
Felder

5 Add or remave pragrams
42 Search for files or folders

Edit  View Help

> = 7 /' ) Search

<

deanmar.exe

CONIME, &Xe

File and Folder Tasks A

®] Rename this file

By Move this file

™ Copy this File

& Fublish this file ta the YWeb
() E-mail this file

¥¢ Delete this file

dfrgfat.exe

dosx.exe

Other Places
duin, exe
) WINDOWS

(&3 My Documents
i My Computer

& My Network Places extrac3z.exe

Details gj
cmd.exe freecel.exe
Application

Date Madfied: Wednesday,

August 04, 2004, 5:30 PM @
Size: 379 KB Hesudprops. .

igfatray. exe

Folders

-

]

dicanfg.exe

control.exe

dirgnitfs.exe

dplayswr.exe

dudiag.exe

Fastopen.exe

o
o
o
i %
a

Facuitt. exce

help exe

=0

ig=pun.exe

v B eo
-

UL
=

amstp.xe

dipbrd.exe  clipsrv.exe comp.exe  compact.exe

Scan for Viruses,

1
L

i L3

[T — . crfgexe ddeshareexs  debug.exe  defrag.ens
Send Ta »

re -
Copy

diantzexe  diskpart.oxe  diskpel <st3g.exe  dmadmin.exs dmremote.exs doskey.exe
Create Shorkeut

e - Delete e e
@ O &
4 i
dpnsvr.exs  dpvsstup.exe diverq  Properties dumprep.exe dvelplay.axe dvdupgrd exe

El
o
H i
a
2
a

edinexe  esentublexe eudeedbiexe evenboreab., eventirigge... evenbvwrese exeZhinexe  expand.exe

forcedos. exe

Q)

HdashCut.exs

f.exe find exe findstr.exe finger.exe fitmc.exe  Fontwiew.exe

getmac.exe

4l

Iexpress.exe

ipwé.exe

fixmapi.exe

gpresult exe

igfxefg.exe

Ipxroube. exe

gpupdate.exs  arpconv.exe

afxpers.exe

label.exe

g
a
&
a
|
a
&
a

E
B
2
&
T

Lexe  hostname.sxe  iz4Uintexe igfrext,exe igxsrc, exe

1
1
1
L1
la

krnl3g6.exe

imapi.exe  ipconfig.exe  ipsecs.exe lights exe: ~

Type command ‘regsvr32 Capicom.dll’ in the command screen & press

Enter to install Capicom.dll. On successful installation, message is

displayed.

=

Q-9 @ ) search Foiders  [T11]+
ficddress 2 CAWINDOWSisystemaz B
L > $ O O 1
System Tasks el
) ) desrmngrexs  cirorfgexs  cipbrdexs  dpsescs  cmdexs  cmddZ.sxs  cmondZexs  mmstpexs  compess  conpachers
) Hide the contents of this
der
4 dd or remave programs -
2 search for files or folders C:\WINDOWS\system32\cmd. exe
soft Uindows KP [Uewsion b.1.2688 defrag.exe
opyright 1985 2081 Microsoft Corp.
File and Folder Task: £
ie anc Focer Tassy C:\WINDOUS s ysten32>regsurd? capicom.dll
] Renarne this file
[y Move this file doskey.exe
) Copy this fils
& Publsh this file o the web
() E-mailthis i
() E-mailthis fle Hvdupgrd.exs
¥ Delete this file
pr——
expand.exe
3 WINDOWS
(L) My Documents
W My Ketwork Places Forcedos.exe
petai x O @
S Frescellsxs  fsquitexs  fublexs  fpoees e gstmarexs  presultecs opupdste.sis  Qrpconv.srs HOGSHCUEsxs
spplication
Dt Modfisd: Wednssdy, ; . - . ..
o | IO
Size: 379 KB =/ =
i Hdaudprops...  helpexe  hkomdese  hostname.se ieduiibexe  iexpressexe  igscgexe  ibxextexe  igfxpersexe  ighirve.en
= 7
5
ifrtray exe  ippin.exe  mapiexs  peonfigers  pssthexs  [vhexs  pwoltsexs  krioe.sxs  lsbelexs  lishts.exe @

Procedure of Installation of capicom.dll for Windows Vista, Windows 7

(64bit)

Click on Windows Start button

o Type ‘%systemroot%\SysWoWe64\’ in the search text box to open system

folder

DSC Manual version 1.2
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e Copy the capicom.dll file for 64 bit version to following folder
“%systemroot%\SysWoWwe64\”

e Open the CMD prompt in administrator mode

e Go to folder “%systemroot%\SysWoWe64” from CMD prompt

e Run command “regsvr32 capicom.dll”

e Onclicking the ‘Enter’ button, the successful installation message displays.

(vi) "Cannot sign the Data. No certificate information registered with
the System"

Solution:

Login as Admin

Search for the User

Click on the link for that user

Go to Edit User

Check the Add DSC radio button

D N N N N NN

Add the Serial Number of DSC
v’ Select the appropriate provider and Save
(vii) "No Data to Sign"
Solution:
While submitting the application, when you select the

Certificate, the security alert pop up, Select "Yes"

Security Alert

This Web site needs to create a digital signature using your private key.

WARNING: Allowing an untrusted Web site to use your private key is a security risk.
The Web site could use your private key to compromise protected data or assume
your identity.

Do you want this YWeb site to create the signature now?

[ Do not show this dialog box again.

If you select this check box, any Web pages within this site will be able to create
digital signatures without prompting you again. However, you will be prompted
again when you visit another Web site.

DSC Manual version 1.2 15



SEZ Online

Of Ministry of Commerce NSDL ‘@‘Database Management Limited

6. Digital Signature Glossary of Terms
e Certificate Authority (CA) :

An authority that creates and signs Digital Certificates for one or
more users. Usually CA's form a hierarchy. The top of this hierarchy is
called the root CA.

e CRL:
Certificate Revocation List - the place where a CA stores the IDs of all
the Digital Certificates that have been revoked.

e RA:
Registration Authority — An RA does the required identification for
certain certificate data, which is then passed to the CA for issuing the
Digital Certificate.

e PKI:
Public Key Infrastructure — The combination of standards, protocols
and policies that support Digital Signatures and Encryption

e Private Key :
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The secret key in a PKI system, used to decrypt incoming messages

and sign outgoing ones. A Private Key is always paired with its Public

Key during key generation.

7. Annexure I

ActiveX Settings of Internet Explorer:

Active X Settings varies for different versions of Internet Explorer

IE 6.0 Settings:-

ActiveX Controls and Plug ins

ActiveX Control

Enable

Disable

Prompt

Automatic prompting for ActiveX controls

Binary and script behaviors

Download signed ActiveX controls

Download unsigned ActiveX controls

Initialize and script ActiveX controls not marked as

safe for scripting

Run ActiveX controls and plug-ins

Script ActiveX controls marked safe for scripting

IE 7.0 Settings:-

DSC Manual version 1.2
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ActiveX Controls and Plug ins

ActiveX Control Enable | Disable | Prompt

Allow previously unused ActiveX controls to run

without prompt Y - -
Allow Scriptlets - Y -
Automatic prompting of ActiveX controls Y - -
Binary and script behaviors - Y -

Display video and animation on a webpage that does

not use external media player - Y -
Download signed ActiveX controls - Y -
Download unsigned ActiveX controls - Y -

Initialize and script ActiveX controls not marked as

safe for scripting - Y -
Run ActiveX controls and plug-ins Y - -
Script ActiveX controls marked safe for scripting Y - -

IE 8.0 Settings:-

ActiveX Controls and Plug ins

ActiveX Control Enable | Disable | Prompt

Allow previously unused ActiveX controls to run

without prompt

Allow Scriptlets

Automatic prompting of ActiveX controls

<| <| <| =<

Binary and script behaviors

Display video and animation on a webpage that does

not use external media player - Y -

Download signed ActiveX controls - - Y

Download unsigned ActiveX controls - Y -

Initialize and script ActiveX controls not marked as

safe for scripting - Y -

Run ActiveX controls and plug-ins Y - -
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Script ActiveX controls marked safe for scripting Y - -

Only allowed approved domains to use ActiveX

without prompt - Y -

IE 9.0 Settings:-

ActiveX Controls and Plug ins

ActiveX Control Enable | Disable | Prompt

Allow previously unused ActiveX controls to run

without prompt

Allow Scriptlets

Automatic prompting of ActiveX controls

<| <| <| <

Binary and script behaviors

Display video and animation on a webpage that does

not use external media player - Y -

Download signed ActiveX controls - - Y

Download unsigned ActiveX controls - Y -

Initialize and script ActiveX controls not marked as

safe for scripting - Y -

Only allowed approved domains to use ActiveX

without prompt - Y -

Run ActiveX controls and plug-ins Y - -

Script ActiveX controls marked safe for scripting Y - -

e Custom Level ->miscellaneous Option of security setting -> enable ‘Use

Pop-up blocker’

8. Annexure Il

Installation of Root Certificate:
A root certificate is a self-signed certificate. A root certificate, the top-most
certificate of the tree, is based on the ITU-T X.509 standard. All certificates

below the root certificate inherit the trustworthiness of the root certificate.
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Below is one of the examples of the procedure for installation of root
certificate:
Visit the website of the Controller of Certifying Authorities (CCA) at

www.cca.gov.in to obtain the digital signature certificate of the CCA. This

certificate must be installed on our computer before we begin the process to
obtain our personal digital signature certificate. The detailed procedure for the
same is outlined below:

i. Click on “Download 2007 Root Certificate” image.

ii. The following screen will open up. Click on “Open”

File Download - Security Warning

Do you want to open or save this file?

Mame: CCA_India_2007.cer
Type: Security Certificate
From: cca.gos.in

Open ][ Save ]| Cancel |

l--' ‘~| Whhile files from the Internet can be useful, this file tppe can
' G potentially harm pour computer. IF you do not trust the source, do not
= apen or zave this software. What's the rigk?

iii. The following digital signature certificate will open up on your screen:
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@eneral |Details || Certification Path

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Authorities store.

Issued to: <A India 2007

Issued by: CCA India 2007

valid from &/13/2007 bo 7/4/2015

iv. The certificate displays the message that:

“This CA Root certificate is not trusted. To enable trust, install this certificate

in the Trusted Root Certification Authorities store”.

The reason for this is that this certificate is not installed in the Microsoft

Internet Explorer browser by default. We will manually need to do so. Click

on “Install Certificate” The following screen opens up:

Certificate Import Wizard

Wizard

certificate store,

certificates are kept,

Welcome to the Certificate Import

This wizard helps wou copy certificates, certificate trust
lisks, and certificate revocation lisks From wour disk to a

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or ko establish secure network,
conneckions. & certificate skore is the syskem area where

To continue, dick Mext,

&

uext} |[ Cancel ]

Click on “Next” The following screen will open up. Again click on “Next”.
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Certificate Import Wizard E]

Certificate Store
Certificate skores are system areas where certificates are kepk.

Windows can automatically select a certificate skore, or wou can specify a location Far

(=)nutomatically select the certificate store based on the kvpe of certificate:

() Place all certificates in the Fallowing stare

[ < Back “ Mext = ][ Cancel

v. The following screen will open up. Click on “Finish”.
Certificate Import Wizard g]

Completing the Certificate Import

Wizard

ou have successfully completed the Certificate Import
wizard,
ou have specified the Fallowing setkings:

Certificate Store Selected  Automatically determined by t
Content Certificate

[ < Back ” Finish l [ Cancel ]

This is the final stage for installing the CCA certificate on our computer. It
must be clearly understood that once this root certificate is installed in our
browser, it becomes a trusted root certificate. All Certifying Authorities
who are issued certificates by the CCA will automatically be trusted by our

computer.
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vi. The following screen will open up. Click on “Yes”

Security Warning

’\ You are about to install a certificate from a certification authority (Ca) claiming to represent;
L

CCA India 2007

"Windaws cannot validate that the certificate is actually From "CCA India 2007, You should canfirm its origin by
contacting "CCA India 2007", The following number wil assist you in this process:

Thumbprint (shal): 972268AF 447R64A5 9BD16TET F27F541C DAOO1FDO
‘Warning:
If vou install this root certificate, Windows wil automatically trusk any certificate issued by this Ca, Installing a

certificate with an unconfirmed thumbprint is & security risk, If vou click “fes" vou acknowledge this risk,

Do you want ko install this certificate?

Yes ‘

vii. The screen below will open up. Click “OK”.

viii. To view the installed CCA certificate, open up a window of Microsoft

Certificate Import Wizard [E|

» | J The impart was successful,

Internet Explorer and then click on

Tools-Internet Options-Content

Internet Options

General | Security | Privacy | Content | Connections || Programs || Advanced

Conkent Advisor

?l R.akings help wou contral the Inkernet cantenk that can be
viewed an this computer.

[ Enal:ule. ot i

Certificates

A

[ Clear 550 skate ] [

Uze certificates For encrypted connections and identificakion.

Certificates ] [ Publishers ]

AutoComplete

= AutoCamplete skares previous entries [ Settings ]
% on webpages and suggests matches
Faor you,
Feeds

E Feeds provide updated content From [ Settings ]
Bl websites that can be read in Internet
Explorer and other programs.

o] 4 ] [ Cancel
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When the above window opens up, click on “Certificates” and then click on
the “Trusted Root Certification Authorities” tab. The following screen will

open up. Click on “CCA India 2007” and then click on “View”.

Certificates

Intended purpose: <hll= w |

Intermediate Certification Autharities | Trusted Root Certification Autharities | Trusted Publ ¢ *

Issued To Issued By Expiratio,..  Friendly Mame e
Ecai a1l 312019 wiaCode Certific. ..
Elcc Signet - RookCh ZiZ Signet - RookCa 2112026 CiZ Signet RookCA —

2 4 India 2007 ZCA India 2007 71412015 <Mone =
EcerTICAMARA 5.8, CERTICAMARA 5.4, 2i2312015  CERTICAMARA ...
Ecertificado de la Cl...  Certificado de la Clav. .. 4f2712012  Spanish Propert. .,
Ecertificada Empres,., Cerkificado Empresari,,.  Sf24)2011  Certicdmara 5.4,
Certipu:ust E-Trust P... Certiposk E-Trusk Prim..,  7f26 2020 Certiposk E-Trus, ..
Certipu:ust E-Trust P... Certiposk E-Trusk Prim...  7f26 2020 Certiposk E-Trus, .,
Certipn:nst E-Trust T... Cerkiposk E-Trusk TOP,,,  7I26)2025 Cerbiposk E-Trus, ., s

[ Imnport... H Export... ][ Remowve ]

Certificate intended purposes

<all=

Close

The certificate illustrated in the next page will now open up on your screen.

Certificate

General | Details | Certification Path

»,
Certificate Information

This certificate is intended for the following purpose(s):

+ 4l issuance policies
+ Al application policies

Issued to: CCA India 2007

Issued by: CCA India 2007

¥alid from &/13/2007 bto 7/4)2015
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9. STEPS TO INSTALL CAPICOM.DLL:

The pre-requisites required for the installation of Capicom.dll as already explained above in the
point no.5 (v). The installation or registration of CAPICOM.dIl varies according to the windows bit

versions like 32 bit version or 64 bit version.

v" For Windows XP, Windows Vista, Windows 7 (32 bit)

v" For Windows Vista, Windows 7 (64 bit)

B » CoohaiPacwl » Spvtem and Seconty b Stem w oy [l Soanxh Covoui Peont »
Comtact Parel Home L
Virw Dasic information abonst your comgnted
§ Oovce Marage Ay eddon
§ Remore somings rdems 1 Lt
% Tyeemn protectson Copyrht © 2000 Macroncht Corpormon. Al nghtt sesened.

A Adoenced yatem etaq

e
feng m Amscan bipeence moe
Procenor ek ®) Core(TNIZ Quad (MU QU600 © 240G00: 240 Gonr
Wetaled murvary PANG 0GR
System typa &4 22 Cpensting Wytem
e and Touch 1o Pen o Touch Input & avedable for ths Daplay

Compuner name, domain, and wortgrous Wmegs

Computer rame: MePC B Crange g
Full Compntas mavee NP

Canvgadeor oy mgtin

Derman

Wendoms sitnwmce
BrSoms & Kl wed
Pradet D O0ME7T 000 F0AMAL1-THEL  Thange prodint by

Astain Conter
Pedsrrance il srmation mnd
Took

» For Windows XP, Windows Vista, Windows 7 (32 bit)

e Go to My Computer/ Local Disk (C:) / Windows/ System32

& system32

File Edit VWiew Favorites Tools  Help

@Back o J l.l: pSearch || Folders -

Address |3 CAWINDOWSisystem3z w”',l e
-~

. 0

@Hmethecuntentsufth\s wscripbexe  wuauckl.exe  wuauck.exe  wopdmar.exe

folder
%)

activeds.dl  acteprey.dl  admparse.di . adsidpe.dll adsmsext.dl adsnds.di

D

advapizz.di

D

atketrs,dil

System Tasks

n
1
4
1
[
&
F3
F3
[

Etodsve.dil

B
g
&
z
@
&
3
@
&
T
El

acledit.dll

{2 Add or remove prograns
4 Fearch for files or Folders

13
[s5)
[,
[,
[,
5,
|5,
|,

g
<
a

File and Folder Tasks 3

B Rename this fle

[ Move this file

Copy this fils

) Publish this file o the Web
Ej E-mail this File:

¥ Delete this file

r
=2

appmgmts.di

(a5,

A
i
=2

atmprena.dl

Other Places

(%,
(&%,

() WINDOWS avicap3z.dil
) My Documents
i My Computer
& My Network Places

[,
(5
[,
[,
[,
[
[,

-
&
o
=
=4
i3
o
9
=
[
o
o
g
=
o
o
= (o4
il
H
@

bitspr3.dl - blackbox dil

Details

(=)
(=)
(=)
[,
[,
(=)
(=)
(=)

=4
AP

capicom.dil browsewm.dl  BSelList.dl
Application Extension

Date Modified: Monday, June
30, 2008, 4136 PM

Size: 499 KB

&

bthserv.dl  btpanuidl  cabinet.dl  cabview.dl  camocxdl  capesnpn.dl [

[
[
[
[
[,
[,
(5,
[
[

=
2.
=

catsry.dl catsrvps.dl - catsreut.dl ccfgnt.dil cdfview,dll cdmodem.dl cdosys.dll

[,
[,
[
153
o
&
[,
[,
[,
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e Search CMD file.
e  Right Click on CMD file and click on Run option.
File Edit \View Favorites Tools  Help
- ) @)
Qeosck = () [T D search [ rokders
Address |@ CWINDOWS!system32
- mill=
)
dlesnmarexe  diconfg.exs  clipbrd ! pOrGZexe  cmstpee  compoexe  compactexs
) Hide the contents of this " | " " a
Folder
et G w
) Search For files or Foldsrs L Sean Fr e
Gorime.exe  contolexe  convertexe  ctrptexe  corss B WNZP ddeshare.exe  debugexe  defrag.exe
Send Ta
File and Folder Tasks =
O«
[ Rename this file Copy
2 o dfrgfat.exe  dirgnitfs.exe  diante.exe art dmadmin.exe dmremote.exe  doskey.exe
(25 BB Create Sharkeut
) Copy this file Delete
() E-mail this Fil - et
il this il
= doscexs  dplaysvrexe  dpnsrexs  dpvsstupexe driverd  Properties dimprep. s dvdplay.exs  dvdupgrd.exe
¥ Delete this file
(%
Other Places 4
duninexe  dxdiag.exe in, 2 utlexe  eudcedi.exe ewentcreat... evenbtrigge... eventvwr.exe exezbinexe  expand.exe
03 WINDOWS
(53 v Documents
& My Netwark Places extraciz.exe fastopen.exe Findstr.exe fixmapi.exe  Ftmc.exe  forkviewexe Forcedos.exe
% 0 ?
wlie Frescellsxs Pt s ] ] disxs  getmscxs  gpresobexs opupdste.sxs  gracomv.exe HAASHCUE st
Application
Diste Modfisd: Wednesday,
August 04, 2004, 5:30 PM @ [ﬁ
Siez: 37TIKE ' =
: Hdaudprops...  help.exe ieduinit. gxe  iexpre igfxext.exe  igfxpers.exe  igfxsrve.exe
= i
o5
igfxtray.exe  igxpun.exe imapi. exe ipconfig.exe  ipsect.exe PV exe ipxroute.exe  knl3S6.exe label, exe lights.exe
[
> 1 @)
@oack = () (T 0 e [ Folders
Adress | ) CAWINDOWStsystem3z
],
System Tasks - > ==
deanmarexe dicorfgexe  dipbrdese  cipsvese ondexe  cndZexe cmeniZexe  cmsipexe  compese  compact.ess
[ Hide the contents of this
Folder
[T Add er remave programs oo [m——m] [m—] [ [——] e [m—] =] [m——m]
D Search for fies o folders = C:\WINDOWS\system32\cmd. exe - O] <
Microsoft Windows RF [Uersion 5.1.26081 [<]| oo
<C> Copywight 1985-2861 Microsoft Corp.
File and Folder Tasks .
C:\WINDOWS\systend2>regsvr32 capicom.dll
=i Rename this file
(B Mave this file e
) Copy this file
& Publish this File to the Weh
(3] E-mail this file
2 Hvdupard.exe
3 Delete this file
[r——
) WINDOWS
(2} My Documents
& Hy Network Places forcedos exe
% 0 2
T Frescellexe  Fsqubbexe  Fubless  Fpoes giexe  getmacexe  gpresub.exs gpupdste.exs  grpconv.exe HAASHCUEexe
Application
Date Madified: Wednesday,
e
Size: 379 KB ) =
: Welsudprops...  helpsss  bkomdess  hostname.scs  sdUnitsxs  sprss.sws  igfufqens  iofiestexs  igPmerses  ioberecsis
- 7
o
igfstray.cxe  igspun.exe  imapiese  poonfigese  pserexe  ipvEexe  fpwote.cwe  kmiSS6exe  habeless  lghts.exe
icki ! r b h ful i llation m displ
e  On clicking the ‘Enter’ button, the successful installation message displays.

For Windows Vista, Windows 7 (64 bit)

Click on windows Start button

DSC Manual version 1.2

Type “%systemroot%\SysWoW64\” in the search text box to open system folder

Copy the corresponding capicom.dll to following folder “%systemroot%\SysWoWe4\”

26



SEZ Online

Of Ministry of Commerce NSDL @Database Management Limited

e Open the cmd prompt in administrator mode

e Goto folder “%systemroot%\SysWoW64” from cmd prompt

e Run command “regsvr32 capicom.dll”

e On clicking the ‘Enter’ button, the successful installation message displays.

| 3' Getting Started l!'

Calculator

- Molly Clark
.}j Paint

Documents

c* Solitaire

.Jj Notepad

r\a‘, WordPad
—

Pictures

Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

> All Programs Help and Support

| |Search programs and fites
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